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What is a record?

Documents Actions

— Who, what, when, where

Satisfies an audit need

— Tax, govt. reporting, safety, QA, legality
Preserves important facts

— Payments, deductions, rejections,

Protects the innocent

— Decision maker, rationale, direction, approval
Vital Record for Business Recovery
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Salient Issues

+ Meeting Record Storage Requirements
— Searching, versioning,

Meeting Business needs for information
availability

— Native files vs PDF vs System unique
documents (eg SAP)

Meeting Legal Requirements
— Authenticity, change control,
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Essential “Recordness”

Secure from change
Authentic
Recoverable
Version control
Retention Policy
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example

» A pump purchased for the Hanford site,
cost charged to the Department of
Energy. Government DCAA auditor is
verifying the transaction.

— Purchase was made in my electronic contract
system — there is no paper purchase order

— Invoice scanned on receipt, approved
electronically and sent to electronic record
storage system — no paper copy kept

— Correspondence is primarily email
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Digital Archives Home  © Search © Collections  News : eRecordsManagement © AboutUs : ViewCart

Home > Legal Aspects of Electronic Records
Legal Aspects of Electronic Records - Q&A

Aren't electronic records different from paper records?

No. Although physically different, Washington State law makes no legal distinction between paper records and electronic

et Deskbook, Chapte:

Issues

E-commerce data

— Who owns the record and the rights to it
Meta Data

Ambiguity

Sox

— Management intent, policy, common
practices

Privacy

Record Pitfalls

Fraud, deliberate omissions,
Collusion

“Inflammatory” Language
Security

Inconsistent retention policy
Location, Location, Location
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Scenarios

Disgruntled employee
Computer Glitch
Natural Disaster
Government
Files are lost or destroyed
Files are scrambled / changed
Files are made public
Files are sold to the highest bidder
Files come back to haunt you
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Retention Policy

Definition, location & storage process
Archiving and long-term retainage
Recovery plan

Retirement plan
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Google Search

NARA

“Digital Signature Act”
“E-Discovery”

‘record management”
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Challenges | Top 7 Reasons | Non-Biased Solutions | Success
Stories | Client Testimonizls | Records Manzqsment Research Report | Resource Lbrary

Records Cl

In today’s information-rich environment the creation, | Download our FREE research
retrieval, sharing and maintenance of records is
complex and expensive. The challenges are many and | Retention and Disposition:
include: Achieving Compliance,

Cens Cont

Voluminous amounts of records that are created
daiy
Comprehensive policy, procedure and access

controls needed to manage con faccle Mot

et
Complex retention, regulatory, privacy and e

Iiigation issues

According to research, enterprises have underestimated the importance of document
management, 35 policies around storage, dissemination and retention can carry significant
consequences. The Sarbanes-Oxley Act, U.S. regulators’ response to recent corporate
scandals. only addresses corporate audits: however. “Leaal discovery of electronic

Preservation and Archives Professionals

Prasaration and Arcives Prfessionals YRecords Emergency Tnformason

Safety First: Never
Records Emergency Information
stste Tioa sna Locai  Emergency Preparedness aims to it damage from
‘Govermmente disasters or other emergencies. When damage occurs,
CultursLand istorial  good Emergency Response and Recovery helps save
stiutons

Members of Conaress

the ao1
authorky declares that i i safe.

s more records n usable condion.
Gonerspuble

The following orgaizatons
provie valuabi resources for

Records 2 ergency oreparedness and

Emaroency () Federal Agencies Gaasir rasponce.

T

How to prepare, respond, and recover from emergencies  * Coundiof State Archivists
affecting Federal records. Emerqency preparedness
Lerkage Preseryation - Hertaas

Meiban SF CoRGEERSE Emeraency National Tack Force
Congressional Staff

How to prepare, respond, and recover from emergencies
affecting congressional records.

State, Tribal and Local Governments  napRc

Grant
Senator Richard Lugar and the
How to prepare, respond, and recover ffom emergencies  natanal Archives announce grant

affecting state, tribal, and local government records. to Indiana.

& @ Intemet | Protected Mode: On #100%
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Electronic Discovery - traps

logal issues, news and best prachces relaing fo the discovery of elecronically
ion published by fhe eDiscovery Analysis & Technology Group af K8l Gales

Home > News & Updates > Worgan Stanley to Pay S15 illon Fine to Settie E-Discovery Charges

Morgan Stanley to Pay $15 Million Fine to Settle E-Discovery
Charges

Posted on May 11, 2006 by K&L Gates

From the New York Times: = EmaiThis

“Wall Street powerhouse Morgan Stanley & Co. Inc. has agreed g prit
to paya $15 million civifine to seftle federal regulators’
charges that it repeatediy failed to provide tens of thousands of
e-mails that they soughtin major investigations over several
years, federal requlators said Wednesday

@ Conments

‘The Securiies and Exchange Commission announced the settiement with Morgan Stanley,
which neither admitied nor denied the allegations but did consent to a permanent injunction
againstfuture violations of the securities laws. In a cil lawsuitfiled in federal courtin
‘Washington, the SEC also accused the investment firm of making “lumerous misstatements
regarding the status of s efforts to preserve and produce the requested e-mails

Read the entire story here.
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Video reviews: Buried Alive and For the Record
information Management Journa, Oct 2001 by Pemberton, 1 Michel

Fewn goror B

TITLES: Buried Alive and For the Record

DISTRIBUTOR:

Commornwesth Fims

LENGTH: 23 mines and 21 minutes respectvely

PRICE: $707 each

($637 ARMA members)

‘SOURCE: ARMA International
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¢ IT Compliance Institute
The Global Authority for IT Compliance Information and Alerts
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Records Management
Software for Tracking, Retention & Imaging,
1001

fletrail.com

Archiving and Retention
Free whitepaper: Federsl Rules of Cil
Procedure and Corporate Emai

e inboxer.com

Records Mgmt Software
Compliant Records Management Software,
Services and Consulting.

e infolinx.com

Employee Orientation
Ea0y Brisoshding rocess Actomaton
Dedicated Support. Suite Availablel
e illroad.com

Onboarding Software
Easy & quick implementations; read our top

10 reasons to automate.
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T Audt White Papers Webcasis _ Regulations Library __ About TCI

Trends and Technologies

E-Discovery Sanctions: A Continuing Trend

amount o y ipanies, the complex
task of ES/ and the risk of e v
are amaj liabiliy for

By Thomas J. Smith, Michael J. Crossey, Jr.
Introduction

Itis now blacketier law that electronically stored information (ESI"for short) is discoverable
ifrelevant or likely o lead to relevant evidence. Indeed, the revisions to the Federal Rules of
Civl Procedure (FRCP") that went into effect on Decerber 1, 2006 addressing the discovery
of ESI confirm that the 215t Century is witnessing the transformation of raditional trial
pracice to accommaodate S in all phases of itigation, from inital discovery and production
through tral. Given the vast amount of electronic information retained by most companies,
the complex task of preserving, retrieving, and producing discoverable ESI and the prospect
f sanclions for ps, the discovery of

information, or “e-discovery,” has become a major con cern and potental iabilty for all
companies
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Records Management

UW Home > UWIN > Business Services > Records Management

| contactus] to Records
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Related Articles
Featured Whe Paper: A Pathway o PCI
Compiance
VWihite Paper: Sox Reloaded: Essential Practices
for Successful Complance

T and Compiance: 10 Big Predictons for 2008

Related Regulations

Sarbanes Oxey [SOX, SARBOX, SOXA]
SEC Rules 240,17 a-3 and 240.17 a4

USA PATRIOT Act (USAPA)

Services

40414,
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Inactive Records Storage U
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Electronic Records Archives (ERA)

ERA is the National Archives and Records
Administration's strategic initiative to
preserve and provide long-term access to
uniquely valuable electronic records of
the U.S. Government, and to transition
government-wide management of the
lifecycle of all records into the realm of e-
government.
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United States General Accounting Offiee
Report to the Chairman, Committee on
Governmental Affairs, U.S. Senate

DOE MANAGEMENT

Better Planning
Needed to Correct
Records Management
Problems
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Guidance for Building an Effective Enterprise-wide Electronic Records

Defines governance and its importance to the success of IT, the purpose and
function of that governance, how project-specific governance (such as those
instituted for enterprise-wide ERM) fits within and alongside other established
governance structures, and the risks attendant in the absence of good
governance.

http://www.archives.qov/records-mamt

/policy/governance-quidance.html

Practice: il C

ic Records (ERM)
Summarizes the Environmental Protection Agency's (EPA) experience
identifying the COTS products that would best meet the needs of agency staff
for both Electronic Document Management (EDM) and Electronic Records
Management (ERM).
http://www.archives.gov/records-mamt
‘policy/cots-eval-quidance.html

ial Off-the-Shelf (COTS)

Guidance for Coordinating the Evaluation of Capital Planning and
Investment Control (CPIC) Proposals for ERM Applications

Provides a set of decision points to help determine if office-specific ERM
systems should be funded independently or integrated with an agency's
enterprise-wide ERM system.

http://www archives.gov/records-mamt

Ipolicy/cpic-quidance.html




10/11/2008

/B\  American Bar Association Y

Section Home
Membership

Calendar Digital Signature Guidelines - Free Download

Committees

Publications The "Guidelines” describe a system for ensuring the identity of the holder of a private key.
o for making digital signatures as usable in commerce and in legal proceedings as a witten
signature on paper, and for ascribing appropriate responsibiliy to those engaged in
National electronic commerce should one of the parties involved deny liability under the
Conference of transaction. Those engaging in electronic commerce will want to know that the message
and the electronic "signature” attached to the message can bath be verified and can be
Scientists (NCLS) used in court to bind the "signer" to the deal Looking ahead. the American
Contact Us Association Section of Science and Technology Law has produced the first legal oveniew
ofthe use of cryptology. electronic signatures. and entity authentication over an open
network like the Intemet. The resulting document is called the Digital Signature
Guidelines, now available online for FREE from the ABA.

For your convenience, we have provided the "Guidelines” in a number of formats. Please
select one that works best for you

* ds-mas9w.wpd (557 kb) - WordPerfect
* ds-mas9w.zip (119 kb) - "zipped” WordPerfect

*_ ds-ms.doc (716 kb) - Microsoft Word 7

" ds-ms.zip (164 kb) - "zipped” Microsoft Word 7
Hard Copies of the "Digital Signature Guidelines” are available for $34.95, plus
shippi handling. Order Now!
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ELECTRONIC
SIGNATURES IN

COMMERCE ACT

The Consumer Consent Provision
in Section 101(c)(1)(C)(ii;

et Tsmnctoes ot

FEDERAL TRADE COMMSSION
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